Proceedings in
¢ MANUFACTURING
\] SYSTEMS Proceedings in Manufacturing Systems, Volume Tidsls 2012 ISSN 2067-9238

THE ENTERPRISE IPSEC VPN SOLUTIONS

Sebastian Marius ROSU*, Marian M arius POPESCU?, George DRAGOI*”
Liviu Mihail MATEESCU*, 1oana Raluca GUICA®
Y PhD, Special Telecommunications Service, Radio Bonications Department, Bucharest, Romania
2 PhD Student, Special Telecommunications Servidermation Technology Department, Bucharest, Romani
9 Prof., PhD, Faculty of Engineering in Foreign Laages, University “Politehnica” of Bucharest, Busfsa, Romania
4 Lecturer, Economics Department, University “Pdiliteea” of Bucharest, Bucharest, Romania
PhD Student, Faculty of Engineering in Foreignduamges, University “Politehnica” of Bucharest, Badst, Romania

Abstract: Now, in the 21st century, all enterprise have al@rea network, a virtual private network, an
Intranet and Internet, servers and workstationsdperations, administration and management working
together for the same objective: profits. InterRedtocol Security is a framework of open standduts
ensuring private communications over public netwolk has become the most common network layer
security control, typically used to create a vittyaivate network. This work analyses the netwadha
tecture for an enterprise geographically dispersed.
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1. INTRODUCTION nect different users regardless of their geograhdes-
tance and position. The complexity of the humarerent
prise continues to grow at an accelerating padargsr
numbers of people take on increasingly ambitios&ga
in a world that grows in size, complexity, and doais-
ing factors [7]. As a general requirement for afran
structure support is than the enterprises musthbibe ta
. . . . inter-operate and exchange information’s and kndgée
decisions, network diagnostics and performance toeni . : . :

in real time so that they can work as a singlegrated

ing among others [2].' Thls involves a number oflcha unit, although keeping their independence/auton{@hy
lenges such as providing members access to network- . :
. : . . . L or the future, e-services and e-business, as dere
wide real time information, enable visualization tbe ' . . - .
fined, require the enterprise re-thinking and redeimg,

available information, secure the interaction betmwve with the svs-tem and applications desian for aiciefit
advanced ICT based decision support tools and human Y bp g

decision making, and creating a coordinated anidlco Use of new network technologies [8]. While manytiaf
rative environmgént [1] for Iagnin and decisionkin currently deployed m-commerce systems already allow
Distributed processin offF()ars theg most enerakih’nﬁe' users to access e-commerce services while on tle,mo
4 P g st g . the increasing complex characteristics of m-commerc
and promising approach for the provision of commuti . L ” ) .
. s : systems is beginning to stretch the traditionaltrehship
services [3]. Monitoring of such process executiogay

between user and machine [9]. Various network sesvi
allow the manager to detect faults and guaranteeco : , .
. - can be used by everyone, either supplying or demgnd
execution [4]. Because the new communication syste

. : Mhem. A large range of distribution, the platformde-
enables many more interactions between many mare pa : . :
pendence, an big number of user friendly servites t

ticipants, it has security requirements beyondctireven- are easily accessible through the World Wide Web as

tl?:ﬁldgzn;'digﬂigtz{ig:;gsrgl?rﬂd Savstltlaar\:]o;ht%r]opertles well as the open standards used and free or byxpetd

i Develo yment of information t)écr{nolo an'd commu- products (such as browsers, html editors, softwae

nication hgs led to widespread deplo n?gnt of tezdini dates) have lead to a high and continuously groyhag

solutions for [6]: accessinp and rgce)gsin dath ian liferation of the Internet [10]. Development of I0daves

. ' -SSing P ng " much more freedom to the designers and consultants
formation, the transmission of data and informatiora o .
. . o L accommodate organizations to other influences, both

network environment with distributed destinationen- . . .

internal and external [11]. Enterprises are nownfgc

growing global competition and the continual suscies

The optimization of product benefit must be theufoc
of all network activities [1]. The work comprisesropo-
nents for integration of information systems, vigss
tion of the planning and production situation, coumn
cation to enable cooperative decision making unater
certainty, optimization of plans and simulation thie
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SWITCH Level 3

Fig. 1. Virtual Private Network solutions today.

works (VPNSs) possible structures (based on IntePnet
tocol Security — IPSec).

2. VIRTUAL ENTERPRISE BUSINESSNETWORK

Appearance of virtual networks is related to the-ev

lution switches (see Fig. 1).

A virtual enterprise business network (VEBN) target

is to combine a group of users regardless of theo-
graphical position but such a manner that it flaageth-
er and to provide the best performance. The seeoRd
vantage of a virtual network consists of administea

solutions which accompany the products, allowingrsis
moving from one group to another through a simple r

configuration of the equipment. The basic idea hela
virtual enterprise network is to establish a dyraioi-
ganization by the synergetic combination of diskEmi

companies with different core competencies, thereb

establishing a best of everything consortium oégarise

Virtual

Virtusl Virtual
Gnterp:iae A) (ll’etwork) G"““"‘"’D G’}ntarprhe B

Fig. 2. Virtual Enterprise Business Network view.

through interdependent tasks guided by common erpo
and work across links strengthened by information,
communication and transport technologies.
With rare exceptions all organizational teams argial-
ly to some extent. This era is growing populariy ¥ir-
tual team structures in organizations. Virtual teaane
the teams whose members use technology to vary de-
grees in working across location, temporal, andtiahal
boundaries to accomplish an interdependent tasterEn
prise virtual team’s members are located in moenth
one physical location. This team trait has fosteegn-
sive use of a variety of forms of computer-mediated
communication that enable geographically dispersed
members to coordinate their individual efforts amgplts.
Also, virtual teams can be defined as groups ofkexs
geographically, organizationally and/or time disee
brought together by information technologies tocexe
plish one or more organization tasks. The degregeof
graphic dispersion within a virtual team can vargetly
from having one member located in a different lmoat
than the rest of the team to having each membeaitddc
in a different country. The availability of a fld#é and
configurable base infrastructure is one of the ntane-
fits of virtual team’s works in a virtual enterggidusi-
ness network environment. Where are the advantafiges
VEBN solutions in the new digital economy? Firstdy,
VEBN is necessary to combine a group of users degar
less of their geographical position but such a reatimat
it flows together and to provide the best perforogan
Secondly, the advantage of a VEBN consists of sim-
ple administrative solutions which accompany thedpr
ucts, allowing users moving from one group to aaoth
group through a reconfiguration of the network
yequipments.

3. ENTERPRISE NETWORK ARCHITECTURE

geographically dispersed to perform a given busines

project and to achieve maximum degree of customier s

isfaction. In this emerging business model of \attan-

terprise network, the decision support functiogalit
which addresses the issues such as selection ofelsas

partners, coordination in the distribution of protion

processes and the prediction of production probléss

an important domain to be studied. A virtual entisg

network (see Fig. 2) needs its own Private Membar C
laboration System to communicate and develop its pr

jects and bids. In this context, the virtual teaonaept is
used to cover a wide range of activities and foohs
technology-supported working. Virtual team is algro
of people who interact

An enterprise network consists of a group (depart-
mental, interdepartmental, etc.) of local area petw
(LANS), located in the same place or geographicdiky
persed, interconnected using wide area networks
(WANS) and contains a number of inter-networking de
vices (e.g. switches, routers, gateways, etc.) hwhsc
under the control of the organization or a telecamim
cation company. A communications network forms the
backbone of any successful organization [13].

Metropolitan networks play a critical role in theeo-
all expansion of network services because theyonbt
provide for services within individual metropolitaneas,
but they also serve as the gateways for wide-aaéam
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al- and international-scale networks [14]. In ategrise
network, a large number of nodes are interconneitted
gether through a computer network as follow [15]:
» End-user nodesepresented by access points such as
workstations, personal computers, printers, maméa 102
computers, etc.
« Network active elementsonsist of devices such as VN &=
multiplexers, hubs, switches, routers, and gatewtes
active elements and links provide the needed palsic
communication paths between every pair of end-use
nodes. P
Traditional infrastructures type Internet/IntranEi- 10.1 ¥/
tranet have now a fast dynamic, marking the traowsto
new generation networks to provide higher speedhdo
user (end to end), for different types of transatdiand a
reduction in the number of servers by passing infor work services for an organization or organizatiousr a
mation between two nodes [12, 16]. public or shared infrastructure such as the Inteore

The trend toward IP-based transport infrastructuresservice provider backbone network.
for all real-time and non-real-time applicationsenp the The shared service provider backbone network is
door for a new paradigm in integrated voice ancadat known as the VPN backbone and is used to transport
communications. traffic for multiple VPNs, as well as possibly ndiN

A hierarchical network design model breaks the com-traffic. VPNs provisioned using technologies such a
plex problem of network design into smaller, moranm  Frame Relay and Asynchronous Transfer Mode (ATM)
ageable problems [16, 17]. An important step inigtes  virtual circuits (VC) have been available for adotime,
ing an enterprise network is to define a networkime- but over the past few years IP and IP/Multiprotdcatbel
ter. The enterprise network perimeter defines airigc ~ Switching (MPLS) — based VPNs have become more and
layer complemented with other security mechanis&) [1 more popular (see Fig. 3).

Fig. 3. VPN IP by MPLS.

19]. Communications within and outside the entsgori VPNs may be service provider or customer provi-
perimeter must be through a traffic control poimire-  sioned and fall into one of two broad categori@e-t®-
vided by firewalls and other security devices [16]. site VPNs connect the geographically dispersed sife

Various network services can be used by everyonean organization or organizations and remote ac¢Bdés
either supplying or demanding them. A large ranfie o connect mobile or home-based users to an orgamivsiti
distribution, the platform independence, an big ham [18, 23]. A VPN solution typically requires integjen of
of user friendly services that are easily accessibl several services (design, network management ssivic
through the World Wide Web as well as the opencstan dial-up or dedicated access).

ards used and free or budget-priced products (sisch IPsec is a framework of open standards for ensuring
browsers, html editors, software updates) have teaal  private communications over public networks. It bas
high and continuously growing proliferation of theer- come the most common network layer security control

net [20]. However, the application-to-applicatioant typically used to create a virtual private netw@vieN).
munication problem still exists. Businesses haveded IPSec Tunnel mode is used to secure gateway-tavgsite
a standardized way for applications to communiwétk traffic. IPSec Tunnel mode is used when the firedtd
one another over networks; no matter how thosei@gpl nation of the data packet is different from theusitg
tions were originally implemented [21]. termination point.

Appearance of virtual networks is related to the-ev IPsec Tunnel mode protects the entire contenteedf t
lution switches (see figure 1). ¥rtual networksolution ~ tunneled packets. The IPSec Tunnel mode data acket
is used to combine a group of users regardlesteif t sent from the source device are accepted by theigec
geographical position but such a manner that wvdlo gateway (a router or a server) and forwarded taother
together and to provide the best performance. end of the tunnel, where the original packets ateaet-

The basic advantage of a virtual private netwonk-co ed and then forwarded to their final destinationicke
sists of administrative solutions which accompahg t [IPSec tunnel is usually built to connect two or enoe-
products, allowing users moving from one group e a mote LANSs via Internet so that hosts in differestote
other through a simple reconfiguration of the equépt ~ LANSs are able to communicate with each other dsaf
[22]. In fact, by definition, a virtual local netwlois a  are all in the same LAN. Common commands to create
logical grouping of local network components withou an IPSec tunnel (for CisEequipments) are presented in

regard to their physical grouping. Fig. 4 (connects Enterprise headquarter LAN throagh
Thevirtual private networkVPN) is a network emu- IPSec tunnel to 2 Enterprise Branch Office LANS).
lated (thevirtual) built on public infrastructureshared, A VPN solution typically requires integration ofvse

dedicated to a client (tharivate) to connect users in lo- eral services (design, network management serviies,
cations and to ensure similar conditions of intiggdon-  al-up or dedicated access). Company that ensunedieo
fidentiality and quality similar with those of aiyate nation of services included in the solution is edihte-
network. VPNs allows the provisioning of ptieaset-  grator.
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Enterprise Headquarters
Cisco® 1811 Router

sh run

Building configuration...

Current configuration : 8527 bytes
1

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

1

hostname ENTERPRISE
1

i:oot—start-ma rker
boot-end-marker
1

énable secret 5 $1$rP5K$
1

no aaa new-model

0 ip domain lookup

username cisco privilege 8
password 7 01100F175804
1

crypto isakmp policy 1

authentication pre-share

group 2

crypto isakmp key NRjl... address 193.151.29.2
crypto isakmp key MJr3... address 193.151.30.2
crypto isakmp keepalive 10

1

crypto ipsec transform-set SET
esp-des esp-sha-hmac
1

crypto map BRANCH 10 ipsec-isakmp
set peer 193.151.29.2

set transform-set mirades

match address 101

1

crypto map BRANCH 20 ipsec-isakmp
set peer 193.151.30.2

set transform-set mirades

match address 102

1

interface FastEthernet0

description LINK_to_L3

ip address 193.151.31.2 255.255.255.248
ip virtual-reassembly

duplex auto

speed auto

crypto map BRANCH

1

interface FastEthernet1
no ip address
shutdown

duplex auto

speed auto

1

Enterface FastEthernet2
Enterface FastEthernet3
Enterface FastEthernet4
Enterface FastEthernet5
Enterface FastEthernet6
interface FastEthernet7
interface FastEthernet8

interface FastEthernet9

!

interface Vlan1

description LAN

ip address 192.168.157.1 0.0.0.7
1

ip route 0.0.0.0 0.0.0.0 193.151.31.1
1

no ip http server
no ip http secure-server
1

access-list 101 permit ip 192.168.157.0
0.0.0.7 192.168.57.0 0.0.0.7

access-list 102 permit ip 192.168.157.0
0.0.0.7 192.168.57.8 0.0.0.7

1

control-plane
1

privilege exec level 8 traceroute
privilege exec level 8 ping

privilege exec level 8 show configuration
privilege exec level 8 show

1

line con 0

line 1

modem InOut

stopbits 1

speed 115200
flowcontrol hardware
line aux 0

linevty 0 4

password 7 045802150C2E
login local

transport input telnet ssh
1

end

Enterprise Branch Office 1
Cisco® 831 Router

Enterprise Branch Office 2
Cisco® 831 Router

sh running-config

Building configuration...

Current configuration : 2132 bytes

1

version 12.4

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

imstname BRANCH_OFFICE_1
!

boot-start-marker
boot-end-marker
1

énable secret 5 $1$HdL9%... ... ...
1

no aaa new-model
!

dot11 syslog

!

ip cef

1

username cisco privilege 8
secret 5 $1$TdMn$LuvKyj7ZHW8rm8Pz7DIsm/
1

crypto isakmp policy 1

authentication pre-share

group 2

crypto isakmp key GYz... address 193.151.31.2
crypto isakmp keepalive 10

1

crypto ipsec transform-set SET
esp-des esp-sha-hmac
1

crypto map BRANCH 10 ipsec-isakmp
set peer 193.151.31.2

set transform-set mirades

match address 101

1

'archive
log config

hidekeys
1

i;nterface FastEthernetO
Enterface FastEthernetl
Enterface FastEthernet2
Enterface FastEthernet3

interface FastEthernet4

description WAN

ip address 193.151.29.2 255.255.255.248
duplex auto

speed auto

crypto map BRANCH

1

interface Viani

description LAN

ip address 192.168.57.1 255.255.255.248
1

ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 193.151.29.1
!

no ip http server
no ip http secure-server
1

;lccess-list 101 permit ip 192.168.57.0 0.0.0.7
192.168.157.0 0.0.0.7
1

control-plane
1

privilege exec level 8 traceroute

privilege exec level 8 ping

privilege exec level 8 show crypto isakmp sa
privilege exec level 8 show crypto isakmp
privilege exec level 8 show crypto

privilege exec level 8 show configuration
privilege exec level 8 show

1

line con 0

no modem enable
line aux 0

linevty 0 4

login local

1

'scheduler max-task-time 5000
end

sh running-config

Building configuration...

Current configuration : 2132 bytes

1

version 12.4

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

hostname BRANCH_OFFICE_2
!

boot-start-marker
boot-end-marker
1

;anable secret 5 $1$HdL9%... ... ...
1

no aaa new-model
!

dot11 syslog

1

ip cef
1

username cisco privilege 8
secret 5 $1$TdMn$LuvKyj7ZHW8rm8Pz7DIsm/
!

crypto isakmp policy 1

authentication pre-share

group 2

crypto isakmp key KFj... address 193.151.31.2
crypto isakmp keepalive 10

1

crypto ipsec transform-set SET
esp-des esp-sha-hmac
1

crypto map BRANCH 10 ipsec-isakmp
set peer 193.151.31.2

set transform-set mirades

match address 101

1

.archive
log config

hidekeys
1

Enterface FastEthernet0
Enterface FastEthernet1
Enterface FastEthernet2
Enterface FastEthernet3

interface FastEthernet4

description WAN

ip address 193.151.30.2 255.255.255.248
duplex auto

speed auto

crypto map BRANCH

1

interface Viani

description LAN

ip address 192.168.57.9 255.255.255.248
1

ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 193.151.30.1
1

no ip http server
no ip http secure-server
1

-access-list 101 permit ip 192.168.57.8 0.0.0.7
192.168.157.0 0.0.0.7
1

Icontrol-plane
1

privilege exec level 8 traceroute

lege exec level 8 ping

privilege exec level 8 show crypto isakmp sa
privilege exec level 8 show crypto isakmp

p lege exec level 8 show crypto

privilege exec level 8 show configuration
privilege exec level 8 show

1

line con 0

no modem enable
line aux 0

line vty 0 4

login local

1

.scheduler max-task-time 5000
end

Fig. 4. VPN IPSec tunnel configuration between the enteefdneadquarters and branch offices using Cisco@ewunts.
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Depending on the case, VPN solution integrator care

be [12]:

Customer himself (by the network administrator);
One of equipment providers (e.g. equipments supplie
can ensure the services integration against payment
An independent company, specializing in turnkey
solutions.

In conclusion, as a general requirement for arainfr
structure support is that enterprises must be tabileter-

operate and exchange information’s and knowledge in

real time so that they can work as a single integranit,
although keeping their independence and autonomy. F
the future, e-services, e-commerce and e-busieessre
the enterprise re-thinking and re-modeling easy fast
the system and applications design for an efficieset of
new network technologies.

The strategies develop and implement will require,

partnership and collaboration among the privatdlipu
and academic sectors as well as other agencie®rand
ganizations that strive to link them together. ftl we-
quire the active involvement of consumers (clientss-
tomers) and citizens (users of all kind).

Today, in the European countries, more than 95%hef
companies are small and medium-sized enterprisds a
the majority of the European Union employees wark i
these companies. In this idea, the proposed catidibn
infrastructure (based on VPN IPsec technology stippo
based on a virtual enterprise network, expect tuce
involvement of individual small and medium-sized- en
terprises in networking efforts, enable better famster
decision processes and promote the developmeriteof t
business services sector. Because of the new grodug
development paradigm, there is a greater needditr s
ware tools to implement a collaborative businessesy.
Choosing partners for partnership creation is viemy
portant when seeking to increase the competitivenés
the enterprise in a virtual enterprise businessvorkt
system and this represent a step in the processtodl
enterprise establishment. Companies are told thay t
will not survive in the modern Knowledge Societyass
they have a strategy for managing and leveragihgeva
from their intellectual assets, and many stratepiese
been proposed in the past years.

The software used for project management and f0|

collaborative work should provide instant accessnto
formation and collaboration to support virtual téam
members:

agement activities;
tion;

rately by sharing products component mformatlon

(costs, delivery date etc.) with stakeholders.

In fact, possible solutions to implement a VPN &tru
tures for a VEBN system realization in a geograahjc
dispersed large enterprise or consortium are today:

Local VPN based on VLAN (Virtual Local Area
Network);

rity);
VPN wide area based on IPSec;

to improve time management and knowledge man-
to improve collaboration, co-operation and integra- RATE

to enhance revenue by responding swiftly and accu -

Local VPN based on IPSec (Internet Protocol Secu-

23

VPN wide area based on MPLS (Multiprotocol Label
Switching);

VPN based on PPPoL2TP (Point-to-Point Protocol
over Layer 2 Tunnelling Protocol);

UMTS (Universal Mobile Telecommunication Sys-
tem), etc.

The benefits services provided by VPN solutiona in
VEBN are:

the voice, video and data services convergence is
done with low costs;

Secure Remote Access to company resources;

costs predictable and easier to budget, indepertdent
traffic;

the possibility of transferring any-to-any of data-
voice-video applications;

reliable support for LANs integration;

security of data transmission;

constant transfer rate, technological guaranteed;
smart management solutions.

VPNs can be purchased from a telecommunications
company and as an alternative they can create ibg us
existing network infrastructure as the Internetpablic
switched telephone network, and software through th

Nunnel crossing.

In this context, IPsec solution purposed in the
PREMINV e-platform [24] to create a VEBN (see Fig.
5), is a framework of open standards for ensurirgafe
communications over public networks.

Also, it has become the most common network layer
security control, typically used to create a vittpavate
network (VPN) for a VEBN application. IPSec Tunnel
mode is used to secure gateway-to-gateway trafiit-
Sec Tunnel mode is used when the final destination
the data packet is different from the security feation
point. It protects the entire contents of the tuadgack-
ets. The IPSec Tunnel mode data packets sent fnem t
source device are accepted by the security gatdaay
router or a server) and forwarded to the other ahithe
tunnel, where the original packets are extractetithan
forwarded to their final destination device. |P3gtnel
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Fig. 5. Wide area based on VPN IPsec solution [24].



24

is usually built to connect two or more remote LANS
Internet so that hosts in different remote LANs abte
to communicate with each other as if they are ralihie
same LAN.

4. CONCLUSIONS

In the actual context of the VEBN expanding, com-
panies are much more preoccupied to build suclte-stru
tures and/or to be part of different structures #iseady
exist. These will give them more business oppotigesi
and by the knowledge transfer processes, theygaith
competitiveness. Therefore, enterprises continuento
plement information and communication technologs-sy
tems solutions and strategies to improve their nass
processes in virtual networks. Clear trend is neal\e
ing to intranets and extranets defined logic, whigh
lead to the reintegration of the various networksingle
logical subdivisions with no physical. Structurdsatt
allow the approximation of this goal are virtuaivate
networks.

Considering future product development as collabora

tion and communication oriented we implementechim t
PREMINV platform a solution based on a virtual ente
prise network (VPN IPSec) concept using integraiath
sets and tools.
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